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L
'_i)_ilities and Industrial Control Security

Ransomware, Vulne

ot
Colonial Pipeline boss confirms

$4.4m ransom payment Meat giant JBS pays $11m in ransom
Lo to resolve cyber-attack

Gang behind huge cyber-attack
demands $70m in Bitcoin

GETTY IMAGES

Colanial Pipeline h nfirmed it paid a $4.4m (£ 3,1m) ransom to the cyber

ciminal gang respe le for taking the US fuel pipeline offline. The world's largest m

STIm(£7.8m) Inra
The gang behind a “cc " ransamware attack has demanded $70m
(£50.5m) paid in Bitcoin in return for a "universal decryptor” that it says will

unlack the files of all

e [l

owever, it does aclude 500 Swedish Coop supermarkets 2nd 11 schools in
New Zealand,

ording 1o local media reports.




Ransomware Attack Tactics & Tools

Phase | Phase Il Phase Il
Reconnaissance to gain initial Lateral movement and privilege escalation by using legitimate tool Download and install malware
access through phishing, remote to gain Domain Controller (DC) or Active Directory access, which to start encryption process and
desktop protocol (RDP) abuse, and will be used to steal credentials, escalate privileges, and acquire lock down system.
exploiting known vulnerabilities. other valuable as r data exfiltration.
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INITIAL ACCESS CREDENTIAL ACCESS | DISCOVERY LATERAL MOVEMENT EXECUTION & IMPACT
. Defense evasion tools
ﬂ * PCHunter
*  Process Hacker
* Revo Uninstaller
* BAT file
 AdFind
*  PowerShell . V e AdFind . * BloodHound Exfiltrate data & Deploy
*  Mimikatz '|' « BloodHound ; U *  Cobalt Strike ¢ MegaSync
* LaZagne *  Cobalt Strike *  PsExec  7-Zip

. NetPass J SMB tool J SMB tool e  PuTTY
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Advantech IT/O0T Total Security

Comprehensive cybersecurity solution to prevent attacks, stop
damage and restore operation

Extended Detection & Response (XDR) Endpoint Detection & Response (EDR)

Container and software updates @

Anti-phishing & malware protection
T,@ Secure email attachments/links I T
S

Secure Device Identity Protection m

- Bk OT behavior analysis & threat detect @
<{©> Device Monitoring and Management
L <

Ransomware Protection & Recovery U
s McAfee

Network segregation & protection
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OOB Management & control  [IBMC|
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Purdue Model Compliant IT/OT Converged Network Defense
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PLC Robots Actuators Motors

* Purdue Model (PERA) — 1990 reference model for (fterp

* [IEC-62443 - Standards for Industrial communication networ orks and systems




Microsoft 365 Business Premium
K DdDeoeEFNIIIFIL & FO 6

Exchange Teams SharePoint ~ OneDrive Outlook Word Excel PowerPoint  Publisher Access Intune  Azure Information  Defender  Conditional ~ Windows Virtual
Protection Access Desktop

B = B Top & Mic | " Inoe | @™ Anti | B Sche | 3 This b IR S
t namb. safelinks. protection.outlook.com

= Microsoft

Q{v
r\. This website has been
“lassified as malicious.

Anti-phishing Safeguard confidential

business data

Windows Defender Secure Windows
devices data

Opening this website might nct be safe.

ttp/fspamlink.contoso.co

We recommend that you don't open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.
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Global loT/ICS Risk Report

Vulnerability data from 1,800+ industrial control system (ICS) networks

71" , 64" ; 66" ; 54" | 27" ,

Sites have outdated Have unencrypted Are not automatically Have devices with local ICS sites that have
Windows versions no passwords facilitating &  updating Windows remote access enabling B direct connections to
longer receiving compromise . systems with latest attackers to pivot ;’: the internet
security patches AV definitions e undetected
=
B

Source: CyberX, acquired by Microsoft in June 2020



Azure Defender for loT

Protecting, Monitoring all managed/ unmanaged OT devices

pzure ool S 1111118 Az Sonnal cptona)
Native Azure loT Hub | I = Simplify data collection across different
. . . sources, including Azure, on-premises
SerVI ces ’ J solutions, and across clouds
Advantech Sensor Gateway Azure Defender for loT
Hardware Deep Packet Inspection (DPI)
+ OT-aware behavioral analytics &
threat intelligence
Defender Zero impact of implementation
for loT

i OT Networking

Netrk sitch




Azure Defender for loT

Security Score 62 %

= Microsoft Risk Assessment
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Score Card Attack Vector #1

PLC_East_1

™ a=D

Vendor :

o 0O M (1) Suspected Malicious Activity
An unacknowledged indication inwol

This device I’J| be part of an ulpfels

(2) Known CVE

Dewice PCOS10

Protocols TPC-1K51T-EXAE

IP Addresses

CVE vulnerability CVE-2016-3270 th

Mac Addresses .
nent in the kernal in Mic
- e T S

Last Activity :

Operator PC

PCOS1021
(5] g @E’*f—fl" (3) Known CVE
- wice NE0303206 has a known C

Jeyice

Sensor Gateway

Agentless
Zero production impact roll in

Device CWVE vulnerability CVE-2016-3270 th
nent in the kernel in i

@ NBO30306 Vulnerability
(4) Known CVE
.

l??\; PLC_East 1™ [Tw]] PLc_east2 T‘ MASTER East_1 .;m PLC_East 3

I—ﬁj PCOA0454
— (5) Network Connection

Direct connection between devices located in different subnets

Continuous visibility into
loT/OT assets, vulnerabilities

o & (6) Network Connection
ction

Direct conne

between devices




DeviceOn Secure Device Identity

Secure Connection, Onboarding, Provisioning

> Customer Production

a Microsoft Azure

WISE-DeviceOn

m Microsoft Azure

Device Provisioning
Service (DPS)

o GlobalSign.
SO INTERME T GROLIP

o Register CA and E Auto Auto
© create ca custom config. | Provisioning onboarding

(s | L \A 4 o
it A A loT Solution R —’T
X.509 CA Builder . g X.509 CA
n o Manufacture and Device deployment and
K install Device CA power on



Edge Security : Ransomware Protection and Recovery

Ransomware & Malware Encrypted files &

S® Microsoft Azure

WISE-DeviceOn

Attack oo Lock down system
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: / ¥\, Remote protection One-click recovery
- % ’ activation ﬁ

9 Acronis Active Protection | - Acronis Backup
" Ransomware detection & recovery - System backup & bare-metal recovery

McAfee Application Control
Whitelisting protection
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Tradltlonal factory WISE-DeviceOn
maintenance
On-site disassembly and Remote Operation

installation
Single operation Batch operation

Takes 1 WEEK to operate Takes 1 HOUR to operate
100 devices (2 p) 100 devices (1 p)
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Co-Creating the Future
of the loT World
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Defender for loT Support Protocol

DeltaV BACnet ROC
EtherNet/IP DNP3 GOOSE
ABB Totalflow EMERSON ROC OVATION ADMD
AMS FOXBORO I/A Yokogawa
OPC HONEYWELL IEC 60870-5-104
SIEMENS-S7 MMS TOSHIBA COMPUTER LINK
SRTP MODBUS VLAN
SUITELINK OASYS

Azure Defender for loT supports a broad range of protocols across diverse industrial equipment. For custom or proprietary protocols,
Microsoft offers an open SDK for easy development, testing, and deployment of custom protocol dissectors as plug-ins, without
divulging proprietary information about how protocols are designed or sharing PCAPs that may contain sensitive information.



EIG Integrated Edge to Cloud Solutions

Edge”

WISE-PaaS/ DeviceOn/Kiosk* DeviceOn/iEdge
Alibaba cloud / Azure Alibaba cloud / Azure Alibaba cloud / Azure
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Cloud ‘Content Device Control Device Control
Synchronizations Application Update Application Update
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Edge manageability iBMC, whitelist and backup service

MIC-770W V2
v' Remote management: power

on/off, reset, force shutdown, etc.
when OS crashed

v" IEM Sl service upgrade

v" McAfee, Acronis lite DeviceOn
bundle version

1 McAfee

WISE-DeviceOn isvic

IEM Sl
control room

2

In-band
Management
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End user A

Out-of-band
Management

In-band
Management

Out-of-band
Management

End user B gy eyrvermey



